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In the Internet of Vehicles (IoV) domain, the collection of traffic data is executed by intelligent devices and 
stored within a cloud-assisted IoV system. However, ensuring confidentiality and authorized access to data are 
the main problems of data storage. To address these problems, this paper proposes an efficient heterogeneous 
online/offline certificateless signcryption with a proxy re-encryption scheme (HOOCLS-PRE). This scheme 
enables IoV nodes in a certificateless cryptosystem (CLC) environment to store encrypted IoV-related data in 
the cloud. When an authorized user from an identity-based cryptosystem (IBC) wishes to access the data, the IoV 
node delegates the task of re-encrypting the data to the cloud, and only an authorized user can decrypt the data 
and verify its integrity and authenticity. The cloud cannot obtain any plaintext details about the data. In the 
proposed scheme, the signcryption process is split into offline and online phases. Most heavy computations are 
conducted without knowledge of the message during the offline phase. Only light computations are performed 
in the online phase when a message is available. The scheme protects the privacy and anonymity of vehicles 
by preventing adversaries from linking vehicle identities and locations. Moreover, a formal security proof is 
provided in the random oracle model. Finally, the performance analysis reveals that HOOCLS-PRE outperforms 
existing relevant schemes. Hence, HOOCLS-PRE is ideal for cloud-assisted IoV environments.
1. Introduction

The Internet of Things (IoT) is a network of physical objects 
equipped with sensors that collect and exchange data. It can be used 
in different areas, such as smart transportation, smart grids, and smart 
health [1–3]. The IoV is an IoT application that is dedicated to the in-

terconnection of vehicles, sensors, and infrastructure to enhance trans-

portation systems and improve quality of life [4,5]. In the IoV, vehicles 
are equipped with integrated sensors that collect data on parameters 
such as vehicle direction, driving speed, and route information. These 
data are then exchanged with other vehicles, roadside infrastructure, 
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authorized users, and cloud computing to enable various services and 
applications [6,7]. The typical IoV scenario in Fig. 1 shows that a self-

organizing network is formed when vehicles and roadside infrastructure 
communicate with each other. To collect and process information, each 
vehicle is outfitted with an On-Board Unit (OBU). These OBUs can inter-

act with nearby OBUs in other vehicles or with Roadside Units (RSUs) 
located along the road. The rapid expansion of wireless sensor networks 
highlights the need for the development of a comprehensive IoV net-

work that allows vehicles, roadside infrastructure, and the environment 
to interact in real time. This enables an IoV node to transmit an enor-

mous amount of sensitive data across networks, and cloud computing 
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Fig. 1. Standard IoV scenario.

supplies storage services for the data gathered by IoV nodes, allowing 
the IoV node to access the data via the Internet at any time and from 
anywhere. Additionally, other users who have been authorized by the 
IoV node can share the data. Because an IoV node cannot completely 
rely on a cloud service provider (CSP), it is imperative that the data be 
encrypted prior to storage. When sharing encrypted data with autho-

rized users, it should be re-encrypted without decryption, ensuring that 
only they can access the original content.

Public key cryptography offers a promising solution to address these 
security challenges [8]. A pair of cryptographic keys was employed 
to establish secure communication and maintain data confidentiality. 
However, traditional methods are inefficient. For instance, the data 
owner may need to perform time-consuming tasks such as download-

ing, decrypting, and re-encrypting data with the recipient’s public key 
[9]. Additionally, sharing the private key with authorized users can 
pose security risks, as it grants access to the data [10]. Therefore, there 
is a need for more efficient and secure techniques to share encrypted 
data in the cloud to enhance the privacy and security of IoV systems. 
One such technique is proxy re-encryption (PRE) [11]. This technique 
enables a semi-trusted proxy to alter a ciphertext encrypted under one 
person’s public key into a ciphertext that can be decrypted by another 
without revealing any information. This feature eliminates the need for 
data owners to manage and distribute keys for each recipient and to 
protect the privacy and anonymity of vehicles in the IoV system by 
preventing direct links between the sender and receiver during commu-

nication. Moreover, in this study, the IoV and authorized users belong to 
different cryptographic infrastructures in a certain area. The three main 
public key cryptography infrastructures are public key infrastructure 
(PKI), identity-based cryptography (IBC) and certificateless cryptogra-

phy (CLC). A PKI uses a certificate authority (CA) to link a user’s public 
key with their identity but faces certificate management challenges such 
as revocation and verification [12]. IBC, in which public keys are user 
identities such as email addresses or phone numbers, involves a private 
key generator (PKG) that generates secret keys, leading to a key escrow 
issue [13]. CLC uses a key generation center (KGC) for master and par-

tial private keys, and users create their secret keys while avoiding key 
escrow and certificate management problems [14]. Therefore, CLC is 
the best choice for the IoV node because it avoids key escrow and pub-

lic key certificate management problems, whereas IBC, which is free 
from public key certificate management issues, is ideal for authorized 
2

user.
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1.1. Motivation and contribution

The motivation of this study is to maintain secure communication 
between an IoV and an authorized user operating within different cryp-

tographic environments. Because the IoV node has limited processing 
and storage capacity, the scheme employs online and offline approaches 
to reduce the computational and communication load on the IoV node. 
The HOOCLS-PRE method is used to ensure secure communication 
within a cloud-assisted IoV environment. The contributions of this study 
are as follows:

1. First, an efficient heterogeneous online/offline certificateless sign-

cryption with a proxy re-encryption scheme (HOOCLS-PRE) is pro-

posed. In the proposed scheme, the IoV node operates in the CLC 
environment, which avoids the certificate management issues of 
PKI and the key escrow problems of IBC, while the authorized user 
operates in the IBC environment, which avoids PKI certificate man-

agement issues.

2. The proposed scheme splits signcryption into offline and online 
phases. In the offline phase, most heavy computations are per-

formed without knowledge of the message. During the online 
phase, when a message is available, only light computations are 
performed.

3. The proposed HOOCLS-PRE scheme achieves confidentiality, in-

tegrity, authentication, and nonrepudiation and protects the pri-

vacy and anonymity of vehicles by enabling communication 
through a proxy, preventing adversaries from linking vehicle 
identities and locations. Its security has been proven in terms 
of indistinguishability against adaptive chosen ciphertext attacks 
(IND-CCA2), existential unforgeability against adaptive chosen 
message attacks (EUF-CMA) and anonymity under adaptive chosen 
ciphertext attack (ANON-CCA2) under DBDH and CDH problems 
in the random oracle model.

4. An extensive evaluation was performed to establish that the pro-

posed scheme outperforms existing schemes in terms of computa-

tional cost and communication burden.

1.2. Related work

In cloud-assisted IoV systems, vehicles collect crucial data from 
the surrounding area and exchange them with other vehicles, road-

side infrastructure, authorized users, and CSPs [15]. These data can 
be assessed either on-site or via a cloud server, with subsequent mea-

sures taken based on specific requirements. However, the extensive 
interconnected networks and numerous users in the IoV pose great secu-

rity and privacy risks [16–18]. To address these challenges, encryption 
and digital signature cryptographic tools are used. However, traditional 
methods of signing and encrypting messages can be computationally 
expensive and result in high communication overhead. To overcome 
these challenges, the concept of signcryption was introduced by Zheng 
in 1997 [19]. Signcryption is a cost-effective cryptographic approach 
that combines digital signatures with public key encryption in one step 
[19,20]. That is, signcryption can provide nonrepudiation, integrity, 
confidentiality, and authentication at a lower cost and is useful in a va-

riety of settings, including smart cards, web information systems, and 
mobile communications, due to its performance advantages. In 2007, 
Baek et al. [21] first established the security of signcryption using a 
random oracle model, demonstrating that signcryption can accomplish 
both encryption and digital signature security. Following this research, 
many signcryption techniques have been proposed [22,23]. However, 
all the above schemes use PKI, which involves certificate management, 
storage, revocation and time, posing significant challenges in develop-

ing a stable IoV network [24].

In 1984, Shamir [25] proposed an IBC approach to avoid PKI certifi-

cate management issues. In IBC, the user’s public key is obtained from 

their identity data, while PKG produces the secret key. Malone-Lee [26]
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combined the concept of IBC with signcryption to propose an ID-based 
signcryption scheme (IBSC). Since then, several efficient IBSC and IBS 
schemes have been proposed [27–29]. However, these schemes have 
key escrow problems; compromising the PKG can threaten or destroy 
system security. To overcome this issue, CLSC was introduced [30], in 
which the complete private key is split into two parts: the user’s partial 
private key is generated by the KGC, and the user then generates their 
secret value. This approach resolves the issues associated with PKI and 
IBC. Since then, many CLSC schemes have been developed to enhance 
efficiency and reduce computational costs [31–33].

In the cloud environment, traditional methods of sharing encrypted 
data face challenges in enabling many people to access the same data 
without a trustworthy third party. For instance, the data owner may 
need to share a private key with authorized users, which can pose 
security risks, or may need to perform time-consuming tasks such as 
downloading, decrypting, and re-encrypting data with the recipient’s 
public key [34,35]. To address these challenges, proxy re-encryption 
(PRE) techniques have been proposed. PRE is a cryptographic primi-

tive that allows a semitrusted proxy to re-encrypt ciphertext encrypted 
with one public key into another without revealing any information 
[36]. PRE can be used for numerous applications, such as managing 
digital rights, setting up decentralized storage systems, and sending 
emails. Because of its advantages, numerous schemes for performing 
PRE have been proposed, from IBPRE schemes [37–40] to IBSC-PRE 
schemes [41–45]. Liu et al. [46] and Qi et al. [47] designed pairing-

free CLIBPSC schemes, but designing such schemes is challenging. When 
implemented on resource-limited devices, Liu et al. [46] is exposed to 
public key replacement attacks. In 2017, [49] proposed a CLPSC tech-

nique using ECC. Later, Ahene et al. [48] developed an efficient CLSPRE 
scheme, and recently, Obiri et al. [49] proposed a CLSPRE method to 
secure crop-related data in the cloud. However, these schemes incur 
extensive computational and communication overheads and, [50] are 
vulnerable to public key replacement attacks in the presence of a Type 1 
adversary. Moreover, all the aforementioned schemes are homogeneous 
and unsuitable for heterogeneous communications. Due to the dynamic 
nature and complexity of the communication environment of IoV sys-

tems, different communication terminals may have different security 
requirements in different cryptography environments. Li et al. [51]

proposed two heterogeneous signcryption methods to ensure message 
exchange between PKI and IBC. Li et al. [52] similarly developed a het-

erogeneous signcryption scheme that enables communication between 
CLC to PKI. Subsequently, Omala et al. [53] designed a heterogeneous 
signcryption method for communication among CLC and IBC settings. 
However, all of the above schemes lack PRE techniques, hence, the ab-

sence of data access control, and do not have the ANON-CCA2 security 
property. To address these issues, a novel efficient HOOCLS-PRE for a 
cloud-assisted IoV environment is proposed.

1.3. Organization

The remainder of this paper is organized as follows: The preliminary 
work is introduced in Section 2. The formal model of HOOCLS-PRE is 
presented in Section 3. An efficient HOOCLS-PRE scheme is proposed in 
Section 4. Security and performance analyses are provided in Sections 5

and 6, respectively. Finally, the conclusions are presented in Section 7.

2. Preliminary work

This section provides the notation, bilinear maps, and hardness as-

sumptions.

2.1. Notation
3

Table 1 outlines the acronyms employed throughout this paper.
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2.2. Bilinear maps

Let 𝔾1 and 𝔾2 be two cyclic groups with the same prime order 𝑞. 
𝔾1 is an additive group, and 𝔾2 is a multiplicative group. Let 𝑃 be 
a generator of 𝔾1. A bilinear pairing is a map 𝑒 ∶ 𝔾1 × 𝔾1 → 𝔾2 that 
satisfies the following requirements:

1. Bilinearity: For all 𝑃 , 𝑄 ∈𝔾1 and 𝑎, 𝑏 ∈ℤ∗
𝑞
, 𝑒(𝑎𝑃 , 𝑏𝑄) = 𝑒(𝑃 , 𝑄)𝑎𝑏.

2. Nondegeneracy: There are 𝑃 , 𝑄 ∈ 𝔾1 such that 𝑒(𝑃 , 𝑄) ≠ 1, where 
1 is the 𝔾2 identity element.

3. Computability: 𝑒(𝑃 , 𝑄) is efficiently calculated for all 𝑃 , 𝑄 ∈ 𝔾1.

2.3. Hardness assumptions

The modified Weil and Tate pairings offer acceptable maps of this 
type [54]. The security of HOOCLS-PRE relies on the hardness of the 
subsequent problems.

The parameters 𝔾1, 𝔾2, 𝑞, 𝑃 and 𝑒, are given, similar to the above 
definitions.

Definition 1. Decisional Bilinear Diffie-Hellman Problem (DBDHP): Given 
a tuple (𝑃 , 𝑎𝑃 , 𝑏𝑃 , 𝑐𝑃 ) ∈ 𝔾1 for some 𝑎, 𝑏, 𝑐 ∈ ℤ∗

𝑞
and ℎ ∈ 𝔾2, the DB-

DHP is used to determine whether ℎ = 𝑒(𝑃 , 𝑃 )𝑎𝑏𝑐 .

Definition 2. Computational Diffie-Hellman Problem (CDHP): Given 
(𝑃 , 𝑎𝑃 , 𝑏𝑃 ) ∈ 𝔾1 for some 𝑎, 𝑏 ∈ ℤ∗

𝑞
, the CDHP in 𝔾1 is used to cal-

culate 𝑎𝑏𝑃 .

3. Formal model of HOOCLS-PRE

This section depicts the network model, the framework, and the se-

curity schemes for HOOCLS-PRE.

3.1. Network model

An overview of the network model for HOOCLS-PRE is presented in 
Fig. 2. The authorized user, the IoV node, the cloud service provider 
(CSP), and the KGC are the four different types of entities that make up 
the paradigm. The KGC registers the IoV node and authorized user and 
generates partial private keys for the CLC and private keys for the IBC 
users. The IoV nodes can upload data to the CSP in an encrypted format. 
The CSP, known for its superior processing and storage capabilities, is 
regarded as a cloud system designed to enhance the reliability of the IoV 
system. It maintains outsourced encrypted data and acts as a proxy for 
re-encryption without knowing the data’s contents. The IoV nodes can 
retrieve and verify the integrity of their data. The IoV nodes transmit re-

encryption commands to the CSP when an authorized user seeks access 
to uploaded ciphertext. The CSP re-encrypts the ciphertext and sends it 
to the authorized user, who decrypts and verifies its authenticity. We 
assume that the KGC is always trustworthy and cannot be corrupted and 
that the CSP is honest and curious.

3.2. Framework

The generic HOOCLS-PRE scheme comprises the following twelve 
algorithms, and it involves the IoV node, identified by 𝐼𝐷

𝐴
; the delegate 

(Bob), identified by 𝐼𝐷
𝐵
; and the authorized user, identified by 𝐼𝐷

𝐶
.

1. Setup: Run by the KGC. A security parameter 𝜆 is taken as the 
input and outputs the master secret key 𝑠 and the system parame-

ters params, which include the master public key 𝑃
𝑝𝑢𝑏

. To maintain 
simplicity, params is excluded from the descriptions of the other 
algorithms.

2. PPKGen: This is executed by the KGC. It takes 𝑠 and a user’s identity 
𝐼𝐷

𝑖
, where 𝑖 ∈ {0, 1}∗ as inputs. It returns the partial private key 
𝑑
𝑖
.
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Fig. 2. The HOOCLS-PRE network model.
3. SV: This generates a secret value. The user’s 𝐼𝐷
𝑖
is the input, and 

it outputs a secret value 𝑥
𝑖
.

4. SKGen: Users perform this algorithm. It takes 𝑑𝑖 and 𝑥
𝑖

as inputs 
and returns a full private key 𝑠𝑘

i
.

5. PKGen: Users perform this algorithm. It takes 𝑥
𝑖
as inputs, and the 

output is the public key 𝑝𝑘
𝑖
.

6. IB-KE: It is a key extraction algorithm executed by the KGC. It takes 
a master secret key 𝑠 and an identity 𝐼𝐷

𝑖
as inputs and outputs a 

private key 𝑆𝑘
𝐼𝐷𝑖

.

7. Off-SC: This is performed by the IoV node. It takes as input the 
private and public keys of the IoV node 𝑆𝑘𝐴

, 𝑃𝑘𝐴
and 𝑃𝑘𝐵

of the 
delegate, and returns an offline ciphertext 𝛿.

8. On-SC: This is run by the IoV node. The message 𝑚, the private and 
public keys of the IoV node 𝑆𝑘𝐴

, 𝑃𝑘𝐴
and offline ciphertext 𝛿 are 

used as inputs, and the first-level ciphertext 𝜎
AB

is output.

9. DSC: This is run by the delegate. It takes the first-level ciphertext 
𝜎

AB
, the public key 𝑃𝑘𝐴

of the IoV node, and 𝑆𝑘𝐵
of the delegate as 

inputs. It outputs 𝑚 or ⟂ if 𝜎
AB

is not valid between the IoV node 
and the delegate.

10. PRKGen: This is run by the delegate. It takes 𝑆𝑘𝐵
of the delegate 

and 𝑄
𝐼𝐷𝐶

of the authorized user as input and outputs a proxy key 
𝐾

BC
.

11. Re-Enc: This is run by CSP. It takes the first-level ciphertext 𝜎
AB

and 𝐾
BC

as input and returns a valid second-level ciphertext 𝜎
AC

for 
communication between the IoV node and an authorized user.

12. Dec: This is a decryption algorithm run by an authorized user that 
takes as input the second-level ciphertext 𝜎

AC
, 𝑆𝑘

𝐼𝐷𝐶
of the autho-

rized user, 𝑃𝑘𝐴
of the IoV node and 𝑃𝑘𝐵

of the delegate, respec-

tively. It outputs 𝑚 or ⟂ if 𝜎
AC

is not valid between the IoV node 
and an authorized user.

The above techniques should meet the consistency condition of 
HOOCLS-PRE; if 𝛿 = Off-SC(𝑆𝑘𝐴

, 𝑃𝑘𝐴
, 𝑃𝑘𝐵

) and 𝜎
AB
= On-SC(𝛿, 𝑚, 𝑆𝑘𝐴

,

𝑃𝑘𝐴
), then 𝑚 = DSC(𝜎

AB
, 𝑃𝑘𝐴

, 𝑆𝑘𝐵
). Additionally, if 𝐾

BC
= PRKGen(𝑆𝑘𝐵

,

𝑄
𝐼𝐷𝐶

) and 𝜎
AC
= Re-Enc(𝜎

AB
, 𝐾

BC
), then 𝑚 = Dec(𝜎

AC
, 𝑆𝑘

𝐼𝐷𝐶
, 𝑃𝑘𝐴

, 𝑃𝑘𝐵
). Note 

that the PPKGen, SV, SKGen, PKGen, Off-SC, On-SC, PRKGen and Re-Enc

algorithms are for CLC users, whereas the IB-KE and Dec algorithms are 
for IBC users.

3.3. Security schemes

The proposed HOOCLS-PRE scheme ensures confidentiality (IND-
4

CCA2), unforgeability (EUF-CMA) and anonymity (ANON-CCA2). 
Table 1

Acronym and Description.

Acronym Description

𝑥
𝑖

Secret value of users

𝑑
𝑖

Partial private key for CLC users

𝑠𝑘
𝑖

Private key for CLC users

𝑝𝑘
𝑖

Public key for CLC users

𝑑
𝐼𝐷𝑖

Private key for IBC users

𝑄
𝐼𝐷𝑖

Public key for IBC users

𝐾
BC

Proxy key

CSP Cloud service provider

𝐼𝐷
𝐴

Identity of the IoV node

𝐼𝐷
𝐵

Identity of the delegate (Bob)

𝐼𝐷
𝐶

Identity of the authorized user

𝑚 Message

𝑃𝑝𝑢𝑏 Master public key

s Master secret key

𝑒 A bilinear map

𝔾1 Cyclic additive group

𝔾2 Cyclic multiplicative group

𝜆 Security parameter

𝛿 Offline Ciphertext

𝜎
AB

First-level Ciphertext

𝜎
AC

Second-level Ciphertext

The concepts in [52,55] were modified with minor adjustments for 
HOOCLS-PRE.

3.3.1. Confidentiality

To assess confidentiality, the game between an adversary  and a 
challenger  is examined.

IND-CCA2:  interacts with .

Initial:  performs the setup with 𝜆 and sends params to .

Phase 1:  conducts a polynomially limited quires.

1. Partial private key inquiries:  chooses 𝐼𝐷
𝑖
∈ {0, 1}∗ and sends 𝐼𝐷

𝑖

to .  runs the PPKGen and returns 𝑑
𝑖

to  as a partial private 
key.

2. Private key inquiries:  chooses 𝐼𝐷
𝑖
∈ {0, 1}∗.  first computes SV

and PPKGen; then, it performs SKGen and sends the full private key 
𝑠𝑘

𝑖
to .

3. Public key inquiries:  chooses 𝐼𝐷
𝑖
∈ {0, 1}∗.  computes PKGen

and returns 𝑝𝑘
𝑖
to .

4. Public replacement query:  can replace 𝑝𝑘
𝑖
with a chosen value.

5. Key extraction inquiries:  chooses 𝐼𝐷
𝑖
∈ {0, 1}∗.  computes IB-KE
and returns the private key 𝑆𝑘
𝐼𝐷𝐶

to .
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6. Proxy key inquiries:  selects two identities, 𝐼𝐷
𝑖

and 𝐼𝐷
𝑗
.  first 

runs the SKGen and IB-KE algorithms to obtain 𝑆𝑘𝑖
for the delegator 

and 𝑄
𝐼𝐷𝑗

for the authorized user, respectively.  then runs PRKGen

and sends a proxy key 𝐾
ij

to .

7. Signcrypt inquiries:  selects 𝑚 and two identities, 𝐼𝐷
𝑖
and 𝐼𝐷

𝑗
. 

first runs the SKGen and PKGen algorithms to obtain 𝑆𝑘𝑖
for the 

IoV node and 𝑃𝑘𝑗
for the delegate. Then,  runs SC (𝑚, 𝑆𝑘𝑖

, 𝑃𝑘𝑗
)

and transmits 𝜎
ij

to .

8. De-signcrypt inquiries:  selects a ciphertext 𝜎
ij

and two identities, 
𝐼𝐷

𝑖
and 𝐼𝐷

𝑗
.  first runs the SKGen and PKGen algorithms to ob-

tain 𝑆𝑘𝑗
for the delegate node and 𝑃𝑘𝑖

for the IoV node. Then, 
runs DSC (𝜎

ij
, 𝑆𝑘𝑗

, 𝑃𝑘𝑖
) and transmits the result to . ⟂ is returned 

if 𝜎
ij

is not a valid ciphertext.

9. Re-encryption inquiries:  picks a ciphertext 𝜎
ij

and three identities 
𝐼𝐷

𝑖
, 𝐼𝐷

𝑗
and 𝐼𝐷

𝑢
.  first runs SKGen and IB-KE to obtain 𝑆𝑘𝑗

for 
the delegate and 𝑄

𝐼𝐷𝑢
for the authorized user and then runs PRKGen

(𝑆𝑘
𝐼𝐷𝑗
, 𝑄

𝐼𝐷𝑢
) to get the proxy key 𝐾

ju
. Finally,  runs Re-Enc (𝐾

ju
, 𝜎

ij
)

and transmits the result 𝜎
iu

to .

10. Decryption queries:  picks a ciphertext 𝜎
iu

and three identities 
𝐼𝐷

𝑖
, 𝐼𝐷

𝑗
and 𝐼𝐷

𝑢
.  first runs the IB-KE and PKGen algorithms 

to yield 𝑆𝑘
𝐼𝐷𝑢

for the authorized user, 𝑝𝑘
𝑖
for the IoV node, and 𝑝𝑘

𝑗

for the delegate. Then,  runs Dec (𝜎
iu
, 𝑆𝑘

𝐼𝐷𝑢
, 𝑃𝑘𝑖

, 𝑃𝑘𝑖
) and sends the 

result to . If 𝜎
iu

is invalid, ⟂ is returned.

Challenge:  determines when Phase 1 concludes.  chooses two mes-

sages of equal length, 𝑚0 and 𝑚1, and two identities, 𝐼𝐷
𝐴

and 𝐼𝐷
𝐵
, 

that it wants to challenge. However, the subsequent three constraints 
are applied.

1.  has not performed a private key inquiry on 𝐼𝐷
𝐵
.

2.  has not inquired about partial private key or public key replace-

ment for 𝐼𝐷
𝐵
.

3.  has not executed a proxy key inquiry for (𝐼𝐷
𝐵
, 𝐼𝐷

𝑢
) or a private 

key query for 𝐼𝐷
𝑢
.

Then,  picks a random bit 𝜂 ∈ {0, 1} and calculates 𝛿 = Off-SC(𝑆𝑘𝐴
,

𝑃𝑘𝐴
, 𝑃𝑘𝐵

) and 𝜎
AB
= On-SC(𝛿, 𝑚𝜂, 𝑆𝑘𝐴

, 𝑃𝑘𝐴
). Finally,  sends 𝜎

AB
to .

Phase 2:  performs polynomially limited requests, as in Phase 1, with 
the subsequent restrictions.

1.  has not performed a private key inquiry for 𝐼𝐷
𝐵
.

2.  has not inquired about partial private key or public key replace-

ment for 𝐼𝐷
𝐵
.

3.  has not executed proxy key inquiries for (𝐼𝐷
𝐵
, 𝐼𝐷

𝑢
) or private 

key queries for 𝐼𝐷
𝑢
.

4.  cannot make a de-signcryption query for the triple (𝜎
AB
, 𝐼𝐷

𝐴
,

𝐼𝐷
𝐵
). However, 𝑃𝑘𝐴

is replaced after the challenge phase.

5.  cannot make re-encryption inquiries for the tuple (𝜎
AB
, 𝐼𝐷

𝐴
, 𝐼𝐷

𝐵
,

𝐼𝐷
𝑢
) or private key inquiries for the identity 𝐼𝐷

𝑢
.

6.  has not run either re-encryption or decryption inquiries on 
the tuple (𝜎

AB
, 𝐼𝐷

𝐴
, 𝐼𝐷

𝐵
, 𝐼𝐷

𝑢
), which return 𝜎

Au
and (𝜎

Au
, 𝐼𝐷

𝐴
, 𝐼𝐷

𝐵
,

𝐼𝐷
𝑢
), respectively, for any identity 𝐼𝐷

𝑢
.

Guess:  creates 𝛼∗, and if 𝛼∗ = 𝛼, then  wins the game.

’s advantage is defined as follows:

Adv () = |2Pr [𝛼∗ = 𝛼] − 1|, where Pr [𝛼∗ = 𝛼] indicates the probabil-

ity that 𝛼∗ = 𝛼.

Definition 1. The HOOCLS-PRE scheme is (𝜀, 𝑡, 𝑞
𝑝𝑝𝑘
, 𝑞

𝑠𝑘
, 𝑞

𝑝𝑘
, 𝑞

𝑝𝑘𝑟
, 𝑞

𝑘𝑒
, 𝑞

𝑘𝑝
,

𝑞
𝑠𝑐
, 𝑞

𝑑𝑠𝑐
, 𝑞

𝑟𝑒𝑐
, 𝑞

𝑑𝑒𝑐
, )− IND-CCA2 secure if no polynomial time adversary 

with runtime 𝑡 has at least an advantage of 𝜀 after most 𝑞
𝑝𝑝𝑘

partial pri-

vate key inquiries, 𝑞
𝑠𝑘

private key inquiries, 𝑞
𝑝𝑘

public key inquiries, 
𝑞
𝑝𝑘𝑟

public key replacement inquiries, 𝑞
𝑘𝑒

key extraction inquiries, 𝑞
𝑘𝑝

proxy key inquiries, 𝑞
𝑠𝑐

signcrypt inquiries, 𝑞
𝑑𝑠𝑐

de-signcrypt inquiries, 
𝑞
𝑟𝑒𝑐

re-encryption inquiries and 𝑞
𝑑𝑒𝑐

decryption inquiries in IND-CCA2. 
5

See Section 5 for the security proof.
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3.3.2. Unforgeability

Here, because the senders are in a CLC environment, two types of ad-

versaries must be considered for unforgeability: Type I (
I
) and Type II 

(
II
) [14,52]. 

I
can forge or replace public keys but is unable to access 

the KGC master key. 
II
, a KGC, knows the master secret key but is un-

able to alter the user’s public keys. The security model of HOOCLS-PRE

against unforgeability uses two adversary games, EUF-CMA-I and EUF-

CMA-II, involving 
I
and 

II
adversaries that play against the challenger 

().
EUF-CMA-I: Here,  plays against 

I
.

Initialize:  executes the setup with 𝜆 and sends params to 
I
.

Attack: 
I
executes 𝑞

𝑝𝑝𝑘
inquiries, 𝑞

𝑠𝑘
inquiries, 𝑞

𝑝𝑘
inquiries, 𝑞

𝑘𝑒
inquiries 

and proxy key inquiries, as in the IND-CCA2 game. In a signcrypt in-

quiry, 
I

sends 𝐼𝐷
𝐴
, 𝐼𝐷

𝐵
, 𝐼𝐷

𝑢
and 𝜎

AB
to .  first runs PKGen to 

generate the proxy key 𝐾
Bu

. Then,  runs 𝛿 = Off-SC(𝑆𝑘𝐴
, 𝑃𝑘𝐴

, 𝑃𝑘𝐵
), 

𝜎
AB
= On-SC(𝛿, 𝑚𝜂, 𝑆𝑘𝐴

, 𝑃𝑘𝐴
) and 𝜎

Au
= Re-Enc(𝜎

AB
, 𝐾

Bu
). Finally,  sends 

𝜎
Au

to 
I
.

Forgery: 
I
generates a tuple (𝐼𝐷

𝐴
, 𝐼𝐷

𝐵
, 𝜎

AB
) and is successful if the fol-

lowing conditions are met:

1. DSC (𝜎
AB
, 𝐼𝐷

𝐴
, 𝐼𝐷

𝐵
, 𝑆𝑘𝐵

) =𝑚

2. 
I
is prohibited from extracting private key inquiries on 𝐼𝐷

𝐴
.

3. 
I

cannot extract proxy key inquiries with (𝐼𝐷
𝐴
, 𝐼𝐷

𝑢
) or key ex-

traction inquiries with 𝐼𝐷
𝑢
.

4. 
I

cannot request partial private key inquiries or public key re-

placement inquiries on 𝐼𝐷
𝐴
.

5. 
I
has not made a signcrypt inquiry on (𝑚, 𝐼𝐷

𝐴
, 𝐼𝐷

𝑢
) resulting in a 

ciphertext 𝜎
AB

, where decrypting with 𝑆𝑘
𝐼𝐷𝑢

is considered a poten-

tial forgery. Here, 𝐼𝐷
𝑢

may differ from 𝐼𝐷
𝐵
.

The 
I
advantage is the probability of success.

EUF-CMA-II: Here,  plays against 
2
.

Initialize:  runs the setup with 𝜆 and sends params to 
II
.

Attack: 
II

can make a limited number of adaptive inquiries akin to those 
in the IND-CCA2 game, except for partial private key and key extraction 
inquiries, because 

II
knows the master private key 𝑠.

Forgery: 
II

generates a tuple (𝐼𝐷
𝐴
, 𝐼𝐷

𝐵
, 𝜎

AB
) and is successful if the 

subsequent conditions are met:

1. DSC (𝜎
AB
, 𝐼𝐷

𝐴
, 𝐼𝐷

𝐵
, 𝑆𝑘𝐵

) =𝑚

2. 
II

is prohibited from extracting private key inquiries on 𝐼𝐷
𝐴
.

3. 
II

cannot extract proxy key inquiries with (𝐼𝐷
𝐴
, 𝐼𝐷

𝑢
) or key ex-

traction inquiries with 𝐼𝐷
𝑢
.

4. 
II

has not made a signcrypt inquiry on (𝑚, 𝐼𝐷
𝐴
, 𝐼𝐷

𝑢
) resulting in a 

ciphertext 𝜎
AB

, where decrypting with 𝑆𝑘
𝐼𝐷𝑢

is considered a poten-

tial forgery. Here, 𝐼𝐷
𝑢

may differ from 𝐼𝐷
𝐵
.

The advantages of 
II

represent success probability.

Definition 2. The HOOCLS-PRE is EUF-CMA secure if no adversary 
I

or 
II

can win the EUF-CMA-I and EUF-CMA-II games with a nonnegli-

gible advantage. HOOCLS-PRE is regarded as EUF-CMA secure when it 
satisfies both EUF-CMA-I and EUF-CMA-II security. See Section 5 for the 
security proof.

3.3.3. Anonymity

For anonymity, the game between an adversary  and a challenger 
 is examined.

IND-CCA2:  interacts with .

Initialize:  performs the setup with 𝜆 and sends params to .

Phase 1:  can make a limited number of adaptive inquiries akin to 
IND-CCA2 game.

Challenge:  determines when Phase 1 concludes.  chooses a message 
𝑚∗ and an 𝐼𝐷

𝐴∗ and 𝐼𝐷
𝐵∗ that it wants to challenge. However, these 
three restrictions hold:
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1.  has not performed a private key inquiry on 𝐼𝐷
𝐴∗ .

2.  has not inquired about partial private key or public key replace-

ment for 𝐼𝐷
𝐴∗ .

3.  has not executed a proxy key inquiry for (𝐼𝐷
𝐵∗ , 𝐼𝐷𝑢∗ ) or a private 

key inquiry for 𝐼𝐷
𝑢∗ .

Then,  picks a random bit 𝜂 ∈ {0, 1} and calculates 𝛿 = Off-SC(𝑆𝑘𝐴
,

𝑃𝑘𝐴
, 𝑃𝑘𝐵

) and 𝜎
AB
= On-SC(𝛿, 𝑚𝜂, 𝑆𝑘𝐴

, 𝑃𝑘𝐴
). Finally,  sends 𝜎

AB
to .

Phase 2:  performs polynomially limited requests, as in Phase 1, with 
the following constraints.

1.  cannot send a private key inquiry for 𝐼𝐷
𝐴∗ .

2.  cannot send both partial private key and public key replacement 
inquiries for 𝐼𝐷

𝐴∗ .

3.  has not executed a proxy key inquiry for (𝐼𝐷
𝐵∗ , 𝐼𝐷𝑢∗ ) or a private 

key inquiry for 𝐼𝐷
𝑢∗ .

4.  cannot send a de-signcrypt query for the triple (𝜎
𝐴𝐵∗ , 𝐼𝐷𝐴∗ , 𝐼𝐷𝐵∗ )

unless 𝑃𝑘𝐴
is replaced after the challenge phase.

5.  cannot query both re-encryption keys for

(𝜎
𝐴𝐵∗ , 𝐼𝐷𝐴∗ , 𝐼𝐷𝐵∗ , 𝐼𝐷𝑢∗ ) and private keys for identity 𝐼𝐷

𝑢∗ .

6.  has not executed either re-encryption or decryption queries 
on (𝜎

𝐴𝐵∗ , 𝐼𝐷𝐴∗ , 𝐼𝐷𝐵∗ , 𝐼𝐷𝑢∗ ), which return 𝜎
𝐴𝑢∗ and (𝜎

𝐴𝑢∗ , 𝐼𝐷𝐴∗ , 𝐼𝐷𝐵∗ ,

𝐼𝐷
𝑢∗ ), respectively, for any identity 𝐼𝐷

𝑢∗ .

Guess:  creates 𝛽∗, and if 𝛽∗ = 𝛽, then  wins the game.

’s advantage is defined as follows:

Adv () = |2Pr [𝛽∗ = 𝛽] − 1|, where Pr [𝛽∗ = 𝛽] indicates the probability 
that 𝛽∗ = 𝛽.

Definition 3. The HOOCLS-PRE scheme is (𝜀, 𝑡, 𝑞
𝑝𝑝𝑘
, 𝑞

𝑠𝑘
, 𝑞

𝑝𝑘
, 𝑞

𝑝𝑘𝑟
, 𝑞

𝑘𝑒
, 𝑞

𝑘𝑝
,

𝑞
𝑑𝑠𝑐
, 𝑞

𝑑𝑒𝑐
, )− ANON-CCA2 secure if no polynomial time adversary  with 

runtime 𝑡 has at least an advantage of 𝜀 subsequent to numerous 𝑞
𝑝𝑝𝑘

inquiries, 𝑞
𝑠𝑘

inquiries, 𝑞
𝑝𝑘

inquiries, 𝑞
𝑝𝑘𝑟

inquiries, 𝑞
𝑘𝑒

inquiries, 𝑞
𝑘𝑝

in-

quiries, 𝑞
𝑑𝑠𝑐

inquiries and 𝑞
𝑑𝑒𝑐

inquiries in ANON-CCA2. See Section 5 for 
the security proof.

4. HOOCLS-PRE SCHEME

This section presents an efficient HOOCLS-PRE scheme. We consider 
a scenario where an IoV node, identified as 𝐼𝐷

𝐴
, aims to securely trans-

mit data to a delegate (Bob), identified as 𝐼𝐷
𝐵
. To enable the same data 

access by other authorized users, such as Carol with an identity 𝐼𝐷
𝐶
, 

the IoV node signcrypts a message 𝑚 to generate a ciphertext 𝜎
𝐴𝐵

and 
delivers it to Bob. Then, a certain proxy re-encrypts the ciphertext 𝜎

𝐴𝐵

into another ciphertext 𝜎
𝐴𝐶

so that Carol can decrypt it. In this scheme, 
the IoV nodes and the delegate operate in the CLC domain, while the 
authorized user operates in the IBC domain. In addition, the KGC acts as 
a trusted third party, generating a partial private key for CLC users and 
a private key for IBC users. The scheme consists of twelve algorithms.

1. Setup (𝜆): Given a security parameter 𝜆, KGC chooses groups 𝔾
1

(additive) and 𝔾
2

(multiplicative) with prime order 𝑞; a genera-

tor 𝑃 of 𝔾
1
; a bilinear map 𝑒 ∶ 𝔾

1
×𝔾

1
→ 𝔾

2
; and hash functions 

𝐻
1
∶ {0, 1}∗ → 𝔾

1
, 𝐻

2
∶ 𝔾

1
× {0, 1}𝑛 → ℤ∗

𝑞
, 𝐻

3
∶ 𝔾

2
→ {0, 1}𝑛, 𝐻

4
∶

𝔾2
1
×{0, 1}𝑛 ×{0, 1}∗ ×{0, 1}∗ →𝔾

1
and 𝐻

5
∶𝔾

2
×{0, 1}∗×{0, 1}∗ →

𝔾
1
, where {0, 1}𝑛 is the message space. The KGC selects a 

master secret key 𝑠 ∈ ℤ∗
𝑞

at random and calculates the mas-

ter public key 𝑃
𝑝𝑢𝑏

= 𝑠𝑃 . Finally, the KGC publishes params =
{𝔾

1
, 𝔾

2
, 𝑒, 𝑞, 𝑃 , 𝑃

𝑝𝑢𝑏
, 𝐻

1
, 𝐻

2
, 𝐻

3
, 𝐻

4
, 𝐻

5
} and preserves the master se-

cret key 𝑠.
2. PPKGen: Given an identity 𝐼𝐷

𝑖
, 𝑖 ∈ {0, 1}∗, the KGC calculates the 

partial private key as follows:

(a) Compute 𝑄
𝑖
=𝐻

1
(𝐼𝐷

𝑖
).

(b) Compute 𝑑
𝑖
= 𝑠𝑄

𝑖
and sends 𝑑

𝑖
to the user.
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3. SV: A user with 𝐼𝐷
𝑖
selects 𝑥

𝑖
∈ℤ∗

𝑞
as its secret value.
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4. SKGen: Given 𝑥
𝑖

and 𝑑
𝑖
, a user in CLC sets 𝑆𝑘𝑖

= 𝑥
𝑖
𝑑

𝑖
as its full 

private key.

5. PKGen: Given 𝑥
𝑖

and 𝑄
𝑖
, a user in the CLC sets 𝑃𝑘𝑖

= 𝑥
𝑖
𝑄

𝑖
as its 

public key.

6. IB-KE: Given a user’s identity 𝐼𝐷
𝑖
, the KGC computes 𝑄

𝐼𝐷𝑖
=

𝐻
1
(𝐼𝐷

𝑖
), 𝑆𝑘

𝐼𝐷𝑖
= 𝑠𝑄

𝐼𝐷𝑖
and sends 𝑆𝑘

𝐼𝐷𝑖
as the private key for IBC 

users.

7. Off-SC : Given the 𝑆𝑘𝐴
and 𝑃𝑘𝐴

of the IoV node and 𝑃𝑘𝐵
of the del-

egate as input, the IoV node performs the Off-SC process as follows:

(a) Choose 𝑡 ∈ℤ∗
𝑞
.

(b) Compute ℎ = 𝑡𝑃𝑘𝐴
.

(c) Compute 𝜔 =𝐻
3
(𝑒(𝑡𝑆𝑘𝐴

, 𝑃𝑘𝐵
)).

(d) Output 𝛿 = (ℎ, 𝜔).
8. On-SC: Given a message 𝑚, the private and public keys of the IoV 

node 𝑆𝑘𝐴
, 𝑃𝑘𝐴

and Off-SC 𝛿. The algorithm works as follows:

(a) Compute 𝑟 =𝐻
2
(ℎ‖𝑚).

(b) Compute 𝑍 = (𝑡 + 𝑟)𝑆𝑘𝐴
.

(c) Compute 𝐶 = 𝜔 ⊕𝑚.

(d) Compute 𝑈 =𝐻
4
(ℎ, 𝑍, 𝐶, 𝐼𝐷

𝐴
, 𝐼𝐷

𝐵
).

(e) Compute 𝑉 = 𝑡𝑈 .

(f) Output 𝜎
AB
= (ℎ, 𝑍, 𝐶, 𝑉 ).

Then, the IoV node sends the first-level ciphertext 𝜎
AB
= (ℎ, 𝑍, 𝐶, 𝑉 )

to the delegate.

9. DSC: Given a first-level ciphertext 𝜎
AB
= (ℎ, 𝑍, 𝐶, 𝑉 ), 𝑃𝑘𝐴

of the IoV 
node and 𝑆𝑘𝐵

of the delegate, the delegate uses this algorithm to 
confirm that the ciphertext came from the IoV node. The algorithm 
performs the following:

(a) Compute 𝜔 =𝐻
3
(𝑒(ℎ, 𝑆𝑘𝐵

)).
(b) Compute 𝑚 = 𝐶 ⊕𝜔.

(c) Compute 𝑟 =𝐻
2
(ℎ‖𝑚).

(d) Check whether 𝑒(𝑍, 𝑃 ) = 𝑒(ℎ + 𝑟𝑃𝑘𝐴
, 𝑃

𝑝𝑢𝑏
). If so, accept 𝑚; oth-

erwise, return ⟂ and reject the ciphertext.

10. PRKGen: Given the delegate’s (Bob’s) private key 𝑆𝑘𝐵
, the autho-

rized user’s public key 𝑄
𝐼𝐷𝐶

, and their identities 𝐼𝐷
𝐵

and 𝐼𝐷
𝐶
, this 

algorithm performs the following:

(a) Compute 𝛽 =𝐻
5
(𝑒(𝑆𝑘𝐵

, 𝑄
𝐼𝐷𝐶

), 𝐼𝐷
𝐵
, 𝐼𝐷

𝐶
).

(b) Output a proxy key 𝐾
BC
= 𝛽-𝑆𝑘𝐵

.

11. Re-Enc: Given a first-level ciphertext 𝜎
AB
= (ℎ, 𝑍, 𝐶, 𝑉 ) and a proxy 

key 𝐾
BC

, the algorithm performs the following:

(a) Compute 𝑈 =𝐻
4
(ℎ, 𝑍, 𝐶, 𝐼𝐷

𝐴
, 𝐼𝐷

𝐵
).

(b) Check whether 𝑒(𝑉 , 𝑃𝑘𝐴
) = 𝑒(𝑈, ℎ). If not, return ⟂.

(c) Otherwise, compute 𝑇 =𝐻
3
(𝑒(ℎ, 𝐾

BC
)).

(d) Compute 𝐶 ′ = 𝐶 ⊕𝑇 .

(e) Output 𝜎
AC
= (ℎ, 𝑍, 𝐶 ′, 𝑉 ) as the second-level ciphertext and 

send it to an authorized user.

12. Dec: Given a second-level ciphertext 𝜎
AC
= (ℎ, 𝑍, 𝐶 ′, 𝑉 ), the autho-

rized user’s private key 𝑆𝑘
𝐼𝐷𝐶

, and the public keys of the IoV node 
and the delegate (Bob), 𝑃𝑘𝐴

and 𝑃𝑘𝐵
respectively, the algorithm 

proceeds as follows.

(a) Compute 𝛽′ =𝐻
5
(𝑒(𝑆𝑘

𝐼𝐷𝐶
, 𝑃𝑘𝐵

), 𝐼𝐷
𝐵
, 𝐼𝐷

𝐶
).

(b) Compute 𝜔′ =𝐻
3
(𝑒(ℎ, 𝛽′)).

(c) Compute 𝑚 = 𝐶 ′ ⊕𝜔′.
(d) Compute 𝑟 =𝐻

2
(ℎ‖𝑚).

(e) Check whether 𝑒(𝑍, 𝑃 ) = 𝑒(ℎ + 𝑟𝑃𝑘𝐴
, 𝑃

𝑝𝑢𝑏
). If not, return ⟂.

(f) Otherwise, output the message 𝑚.

The following describes how the message decryption process 
works:

𝑚 =𝐶 ′ ⊕𝜔′

=𝐶 ⊕𝑇 ⊕𝜔′

=𝐶 ⊕𝑇 ⊕𝐻
3
(𝑒(ℎ, 𝛽′))

=𝐶 ⊕𝐻
3
(𝑒(ℎ,𝐾

BC
))⊕𝐻

3
(𝑒(ℎ, 𝛽′))

=𝐻
3
(𝑒(𝑡𝑆𝑘𝐴

,𝑃𝑘𝐵
))⊕𝐻

3
(𝑒(ℎ,𝐾

BC
))⊕𝐻

3
(𝑒(ℎ, 𝛽′))⊕𝑚
=𝐻
3
(𝑒(𝑡𝑥

𝐴
𝑑

𝐴
,𝑃𝑘𝐵

))⊕𝐻
3
(𝑒(ℎ,𝐾

BC
))⊕𝐻

3
(𝑒(ℎ, 𝛽′))⊕𝑚
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Fig. 3. Efficient HOOCLS-PRE communication.
=𝐻
3
(𝑒(𝑡𝑥

𝐴
𝑠𝑄

A
, 𝑃𝑘𝐵

))⊕𝐻
3
(𝑒(ℎ,𝐾

BC
))⊕𝐻

3
(𝑒(ℎ, 𝛽′))⊕𝑚

=𝐻
3
(𝑒(𝑡𝑥

𝐴
𝑄

A
, 𝑠𝑃𝑘𝐵

))⊕𝐻
3
(𝑒(ℎ,𝐾

BC
))⊕𝐻

3
(𝑒(ℎ, 𝛽′))⊕𝑚

=𝐻
3
(𝑒(𝑡𝑃𝑘𝐴

,𝑆𝑘𝐵
))⊕𝐻

3
(𝑒(ℎ,𝐾

BC
))⊕𝐻

3
(𝑒(ℎ, 𝛽′))⊕𝑚

=𝐻
3
(𝑒(ℎ,𝑆𝑘𝐵

))⊕𝐻
3
(𝑒(ℎ,𝐾

BC
))⊕𝐻

3
(𝑒(ℎ, 𝛽′))⊕𝑚

=𝐻
3
(𝑒(ℎ,𝑆𝑘𝐵

+𝐾
BC
))⊕𝐻

3
(𝑒(ℎ, 𝛽′))⊕𝑚

=𝐻
3
(𝑒(ℎ,𝑆𝑘𝐵

+ 𝛽 − 𝑆𝑘𝐵
))⊕𝐻

3
(𝑒(ℎ, 𝛽′))⊕𝑚

=𝐻
3
(𝑒(ℎ, 𝛽))⊕𝐻

3
(𝑒(ℎ, 𝛽′))⊕𝑚

𝑚 =𝑚

4.1. Correctness analysis

The following formula verifies the equation’s validity for both the 
delegate and an authorized user.

𝑒(𝑍,𝑃 ) = 𝑒(ℎ+ 𝑟𝑃𝑘𝐴
,𝑃

𝑝𝑢𝑏
)

= 𝑒(ℎ,𝑃
𝑝𝑢𝑏
)𝑒(𝑟𝑃𝑘𝐴

,𝑃
𝑝𝑢𝑏
)

= 𝑒(𝑡𝑃𝑘𝐴
, 𝑠𝑃 )𝑒(𝑟𝑃𝑘𝐴

, 𝑠𝑃 )

= 𝑒(𝑠𝑃 , 𝑡𝑥
𝐴
𝑄

𝐴
)𝑒(𝑠𝑃 , 𝑟𝑥

𝐴
𝑄

𝐴
)

= 𝑒(𝑃 , 𝑡𝑠𝑥
𝐴
𝑄

𝐴
)𝑒(𝑃 , 𝑟𝑠𝑥

𝐴
𝑄

𝐴
)

= 𝑒(𝑃 , 𝑡𝑆𝑘𝐴
)𝑒(𝑃 , 𝑟𝑆𝑘𝐴

)

= 𝑒(𝑃 , (𝑡+ 𝑟)𝑆𝑘𝐴
)

= 𝑒(𝑃 ,𝑍)

Theorems 1, 2, and 3. Here, Fig. 3 shows the efficient HOOCLS-PRE
7

communication.
5. Security analysis

HOOCLS-PRE is proven to ensure confidentiality, unforgeability, and 
anonymity, as demonstrated in Theorems 1, 2, and 3.

5.1. Confidentiality

Theorem 1. In the random oracle model, if the adversary  holds a 
nonnegligible advantage 𝜀 compromising the IND-CCA2 security of the 
HOOCLS-PRE scheme within time frame 𝑡 and performs 𝑞

𝑝𝑝𝑘
inquiries, 𝑞

𝑠𝑘

inquiries, 𝑞
𝑝𝑘

inquiries, 𝑞
𝑝𝑘𝑟

inquiries, 𝑞
𝑘𝑒

inquiries, 𝑞
𝑘𝑝

inquiries, 𝑞
𝑠𝑐

inquiries, 
𝑞
𝑑𝑠𝑐

inquiries, 𝑞
𝑟𝑒𝑐

inquiries, 𝑞
𝑑𝑒𝑐

inquiries, and 𝑞𝐻𝑖
inquiries to oracles 𝐻𝑖

(𝑖 = 1, 2, 3, 4, 5), then there is a  that can solve the DBDHP with an advan-

tage

𝜀
dbdh

≥

(
𝜀

𝑞
𝐻1

)(
1 −

𝑞
𝑠𝑐

(
𝑞
𝐻2
+ 𝑞

𝐻3
+ 𝑞

𝐻4

)
2𝜆

)(
1 −

𝑞
𝑑𝑠𝑐

2𝜆
)

at time

𝑡′ ≤ 𝑡+𝑂

(
𝑞
𝑘𝑝
+ 𝑞

𝑠𝑐
+ 𝑞

𝑟𝑒𝑐
𝑞𝐻2

+ 𝑞
𝑑𝑠𝑐
𝑞𝐻2

+ 𝑞
𝑑𝑒𝑐

)
𝑡
𝑝
,

where 𝑡
𝑝

represents the time for a single pairing operation.

Proof. It is illustrated how  utilizes  as a function to resolve a given 
scenario (𝑃 , 𝑎𝑃 , 𝑏𝑃 , 𝑐𝑃 , ℎ) of the DBDHP.

Initial:  executes the Setup algorithm with 𝜆 and sends params along 
with 𝑃

pub
= 𝑏𝑃 to .

Phase 1:  maintains a list 𝐿𝑖 (where 𝑖 ranges from 1 to 5) to simulate 
the hash oracles 𝐻

1
, 𝐻

2
, 𝐻

3
, 𝐻

4
and 𝐻

5
. Additionally, it keeps a list 

𝐿𝑘 to store private and public key information, 𝐿𝑝𝑘 for the proxy key, 
and a record 𝐿𝑟 records challenge identity parameters. The assump-
tions made are that the queries in 𝐻
1

are distinct and that  requests 
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the queries in 𝐻
1
(𝐼𝐷

𝑖
) prior to the identity 𝐼𝐷

𝑖
being utilized in the 

remaining queries. It is further supposed that  neither inquiries de-

signcryption for ciphertexts from the signcrypt oracle nor decryption 
for ciphertexts from the re-encryption oracle, but only requests these 
operations for observed ciphertexts. Furthermore, by employing the ir-
reflexivity assumption [56], it is assumed that the sender and recipient 
have distinct identities. Initially, all the lists are empty. Upon receiving 
queries from ,  randomly selects 𝓁 from the range (1, … , 𝑞𝐻1

) and 
responds to ’s queries accordingly.

𝐻
1

inquiries: An index 𝑖 is applied to these queries; it is initialized to 1. 
 makes multiple 𝐻

1
queries on selected identities. At the 𝓁th 𝐻

1
in-

quiry, with 𝓁 ≠ 𝑖,  picks a random 𝑏
i
∈ℤ∗

𝑞
and adds the tuple 

(
𝐼𝐷

𝑖
, 𝑏

𝑖

)
to the list 𝐿

1
, then returns 𝑏

𝑖
𝑃 as the answer and increments 𝑖. For the 

𝐻
1
(𝐼𝐷

𝑖
) query with 𝓁 = 𝑖,  answers 𝐻

1
(𝐼𝐷𝓁) = 𝑏

𝑖
𝑃 .

𝐻
2

inquiries: For the 𝐻
2
(ℎ‖𝑚) query,  first verifies whether the entry is 

in 𝐿
2
. Return the previously set value if so. Otherwise,  responds with 

a random 𝑧𝑖 ∈ℤ∗
𝑞

as the answer and adds (𝑧𝑖‖ℎ‖𝑚) to 𝐿
2
.

𝐻
3
, 𝐻

4
and 𝐻

5
Queries: The 𝐻

3
, 𝐻

4
and 𝐻

5
queries are handled sim-

ilarly to those for 𝐻
2
. When  makes inquiries regarding the hash 

values,  first reviews the appropriate list. If an entry exists, it returns 
the previously set value. If not,  generates a random answer and stores 
both the inquiry and answer in the corresponding list.
Partial private key inquiries: When  queries 𝑞

𝑝𝑝𝑘
on ID

i
, if 𝐼𝐷

i
= 𝐼𝐷𝓁 , 

the process fails and stops. Otherwise,  checks 𝐿
k

for an existing value; 
if none is found,  proceeds as follows:

1. Compute 𝑄
𝑖
=𝐻

1
(ID

𝑖
).

2. Compute 𝑑
𝑖
= 𝑠𝑄

i
and add (ID

𝑖
, 𝑑

𝑖
, 𝑄

𝑖
) to 𝐿

k
.

3.  then sends 𝑑
𝑖
to 

1
.

Private key inquiries: When  requests 𝑞
𝑠𝑘

inquiry for the identity ID
𝑖
, 

if ID
𝑖
= ID𝓁 , the process fails. Otherwise,  checks 𝐿

k
for an existing 

tuple (ID
𝑖
, 𝑑

𝑖
, 𝑄

𝑖
); if none is found,  selects 𝑥

𝑖
∈ℤ∗

𝑞
randomly, computes 

𝑠𝑘
𝑖
= 𝑥

𝑖
𝑑

𝑖
, and adds (ID

𝑖
, 𝑑

𝑖
, 𝑥

𝑖
, 𝑄

𝑖
) to 𝐿𝑘. Here, 𝑑

𝑖
is obtained from a 

previous partial private key inquiry with ID
𝑖
.

Public key inquiries:  chooses 𝐼𝐷
𝑖

and forwards it to . If the list 𝐿
k

has a set (𝐼𝐷
𝑖
, 𝑥

𝑖
, 𝑄

𝑖
, 𝑃𝑘𝑖

), then  returns 𝑃𝑘𝑖
to . Otherwise,  selects 

a random 𝑒
𝑖
∈ ℤ∗

𝑞
, calculates 𝑃𝑘𝑖

= 𝑒
𝑖
⋅ 𝑄

𝑖
and adds (𝐼𝐷

𝑖
, 𝑒

𝑖
, 𝑄

𝑖
, 𝑃𝑘𝑖

) to 
𝐿𝑘. Then, 𝑃𝑘𝑖

is returned to .

Public key replacement inquiries: For a 𝑞
𝑝𝑘𝑟

inquiry on

(𝐼𝐷
𝑖
, 𝑥

𝑖
, 𝑄

𝑖
, 𝑃𝑘𝑖

),  updates the list 𝐿
k

with tuple (𝐼𝐷
𝑖
, ⟂, ⟂, 𝑃𝑘𝑖

), where 
⟂ indicates an unknown number.

Key extraction inquiries: 1 queries the identity ID
𝑖
for key extraction in-

quiry. If 𝐼𝐷
𝑖
= 𝐼𝐷𝓁 , the process terminates. Otherwise,  checks 𝐿

k
and 

returns the existing value; if there is no value,  performs the following:

1. Compute 𝑄
𝐼𝐷𝑖

=𝐻
1
(𝐼𝐷

𝑖
).

2. Compute 𝑆𝑘
𝐼𝐷𝑖

= 𝑠𝑄
𝐼𝐷𝑖

.

3. Add (𝐼𝐷
𝑖
, 𝑄

𝐼𝐷𝑖
, 𝑆𝑘

𝐼𝐷𝑖
) to 𝐿

k
.

4.  then sends 𝑆𝑘
𝐼𝐷𝑖

to 𝐴1.

Proxy key inquiries:  requests a proxy key query for two identi-

ties 𝐼𝐷
𝑖

and 𝐼𝐷
𝑗
.  first performs private key and key extraction 

inquiries to obtain 𝑆𝑘𝑖
and 𝑄

𝐼𝐷𝑗
, respectively. Then,  calculates 

𝛽 = 𝐻
5
(𝑒(𝑆𝑘𝑖

, 𝑄
𝐼𝐷𝑗
), 𝐼𝐷

𝑖
, 𝐼𝐷

𝑗
) and returns 𝐾

𝑖𝑗
= 𝛽 − 𝑆𝑘𝑖

, then it adds 
(𝐾

𝑖𝑗
, 𝛽, 𝑆𝑘𝑖

) to 𝐿𝑝𝑘. Note that the process fails if 𝑖 = 𝓁.

Signcrypt queries: It is assumed that  has completed various hash and 
key generation queries before making a signcrypt query. Then,  selects 
a message 𝑚 and two identities 𝐼𝐷

𝑖
and 𝐼𝐷

𝑗
.  provides two possible 

responses:

Case 1: 𝐼𝐷
𝑖
≠ 𝐼𝐷𝓁 .

1.  performs private key and public key inquiries to obtain 𝑆𝑘𝑖
and 

𝑃𝑘𝑗
.

2. Then,  executes the signcrypt (𝑚, 𝑆𝑘𝑖
, 𝑃𝑘𝑗

, 𝐼𝐷
𝑖
, 𝐼𝐷

𝑗
) as usual and 
8

returns 𝜎
𝑖𝑗

to .
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Case 2: 𝐼𝐷
𝑖
= 𝐼𝐷𝓁 .

1.  retrieves 𝑆𝑘𝑖
, 𝑃𝑘𝑖

, and 𝑃𝑘𝑗
through private key and public key 

inquiries.

2. It chooses 𝑡 ∈ℤ∗
𝑞
.

3. It computes ℎ = 𝑡𝑃𝑘𝑖
.

4. It computes 𝜔 =𝐻
3
(𝑒(𝑡𝑆𝑘𝑖

, 𝑃𝑘𝑗
)).

5. It computes 𝑟 =𝐻
2
(ℎ‖𝑚).

6. It inserts the tuple 𝐻
2
(ℎ‖𝑚) into 𝐿

2
.

7. It computes 𝑍 = (𝑡 + 𝑟)𝑆𝑘𝑖
.

8. It computes 𝐶 = 𝜔 ⊕𝑚.

9. It computes 𝑈 =𝐻
4
(ℎ, 𝑍, 𝐶, 𝐼𝐷

𝑖
, 𝐼𝐷

𝑗
).

10. It inserts the tuple 𝐻
4
(ℎ, 𝑍, 𝐶, 𝐼𝐷

𝑖
, 𝐼𝐷

𝑗
) into 𝐿

4
.

11. It computes 𝑉 = 𝑡𝑈 .

12. It adds (ℎ, 𝑍, 𝐶, 𝑉 ) to list 𝐿𝑟.

13. It returns 𝜎
𝑖𝑗
= (ℎ, 𝑍, 𝐶, 𝑉 ) to .

It is noted that  is unaware that 𝜎
𝑖𝑗

is an invalid ciphertext of 𝑚 for 
𝐼𝐷

𝑖
and 𝐼𝐷

𝑗
, as  does not request de-signcrypt for 𝜎

𝑖𝑗
.

De-signcrypt inquiries: When  requests such a query 𝜎
𝑖𝑗
= (ℎ, 𝑍, 𝐶, 𝑉 )

for identities 𝐼𝐷
𝑖
and 𝐼𝐷

𝑗
,  provides two possible responses:

Case 1: If 𝐼𝐷
𝑖
≠ 𝐼𝐷𝓁

1.  performs private key and public key inquiries to obtain 𝑆𝑘𝑗
and 

𝑃𝑘𝑖
.

2. Then,  executes the de-signcrypt algorithm (𝜎
𝑖𝑗
, 𝑆𝑘𝑗

, 𝑃𝑘𝑖
) as usual 

and sends the result to .

Case 2: 𝐼𝐷
𝑖
= 𝐼𝐷𝓁 .

1. Obtain 𝜔 =𝐻
3
(𝑒(ℎ, 𝑆𝑘𝑗

)) by querying 𝐻
3
.

2. Look over the list 𝐿
2

for entries of the form 𝐻
2
(ℎ‖𝑚), listed by 

𝜇 ∈ {1, … , 𝑞𝐻2
}.

3. Compute a message 𝑚 = 𝐶 ⊕𝜔.

4. If 𝑚 ≠𝑚𝜇 , proceed to the next element in 𝐿
2
.

5. Obtain 𝑟 =𝐻
2
(ℎ‖𝑚) by querying 𝐻

2
.

6. Check whether 𝑒(𝑍, 𝑃 ) = 𝑒(ℎ + 𝑟𝑃𝑘𝑖
, 𝑃

𝑝𝑢𝑏
). If not, move to the next 

element in 𝐿
2
.

7. Return the message 𝑚𝜇 to .

8. If no message is found in 𝐿
2
, return ⟂.

Re-encryption query: When  requests such a query for 𝜎
𝑖𝑗
= (ℎ, 𝑍, 𝐶, 𝑉 )

for identities 𝐼𝐷
𝑗

and 𝐼𝐷
u
,  provides two possible responses: Case 1:

𝐼𝐷
𝑖
≠ 𝐼𝐷𝓁 .

1.  performs a proxy key query for 𝐼𝐷
𝑗

and 𝐼𝐷
u

to obtain 𝐾
𝑗𝑢
.

2. Executes Re-Enc (𝜎
𝑖𝑗
, 𝐾

𝑗𝑢
) and sends the outcome to .

Case 2: 𝐼𝐷
𝑖
= 𝐼𝐷𝓁 .

1. It obtains 𝑈 =𝐻
4
(ℎ, 𝑍, 𝐶, 𝐼𝐷

𝑖
, 𝐼𝐷

𝑗
) by sending the query 𝐻

4
.

2. It obtains 𝑃𝑘𝑖
= 𝑥

𝑖
𝑄

𝑖
from the list 𝐿𝑘.

3. It checks whether 𝑒(𝑉 , 𝑃𝑘𝑖
) = 𝑒(𝑈, ℎ). If not, it returns ⟂.

4.  executes the SKGen and IB-KE algorithms to obtain 𝑆𝑘
𝐼𝐷𝑗

and 
𝑄

𝐼𝐷𝑢
.

5. It obtains 𝛽 =𝐻
5
(𝑒(𝑆𝑘𝑗

, 𝑄
𝐼𝐷𝑢
), 𝐼𝐷

𝑗
, 𝐼𝐷

𝑢
) by sending the query 𝐻

5
.

6. It computes 𝐾
ju
= 𝛽-𝑆𝑘𝑗

.

7. It computes 𝑇 =𝐻
3
(𝑒(ℎ, 𝐾

ju
)) by sending the query 𝐻

3
.

8. It computes 𝐶 ′ = 𝐶 ⊕𝑇 .

9. It sends 𝜎
𝑖𝑢
= (ℎ, 𝑍, 𝐶 ′, 𝑉 ) to .

Decryption queries: When  requests such a query for 𝜎
𝑖𝑢
= (ℎ, 𝑍, 𝐶 ′, 𝑉 ), 

 provides two possible responses:
Case 1: 𝐼𝐷
𝑖
≠ 𝐼𝐷𝓁 .
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1.  performs private key and public key inquiries to obtain 𝑆𝑘
𝐼𝐷𝑢

and 
𝑃𝑘𝑖

.

2. Then,  executes the de-signcrypt (𝜎
𝑖𝑢
, 𝑆𝑘

𝐼𝐷𝑢
, 𝑃𝑘𝑖

) as usual and sends 
the result to .

Case 2: 𝐼𝐷
𝑖
= 𝐼𝐷𝓁 .

1.  performs private key and public key inquiries to obtain 𝑆𝑘
𝐼𝐷𝑢

and 
𝑃𝑘𝑖

.

2. It computes 𝛽′ =𝐻
5
(𝑒(𝑆𝑘

𝐼𝐷𝑢
, 𝑃𝑘𝑗

), 𝐼𝐷
𝑗
, 𝐼𝐷

𝑢
).

3. It computes 𝜔′ =𝐻
3
(𝑒(ℎ, 𝛽′)).

4. It computes a message 𝑚 = 𝐶 ′ ⊕𝜔′.
5. It obtains 𝑟 =𝐻

2
(ℎ‖𝑚) by making the query 𝐻

2
.

6. It checks whether 𝑒(𝑍, 𝑃 ) = 𝑒(ℎ + 𝑟𝑃𝑘𝑖
, 𝑃

𝑝𝑢𝑏
). If not, it returns ⟂.

7. It returns the message 𝑚 to .

Challenge:  selects two plaintexts of identical length 𝑚
0

and 𝑚
1
, as well 

as two identities 𝐼𝐷
A

and 𝐼𝐷
B

to be challenged. If 𝐼𝐷
B
≠ 𝐼𝐷𝓁 ,  ends. 

If not,  random picks bit 𝜂 ∈ {0, 1} and 𝑡 ∈ℤ∗
𝑞

and initiates ℎ∗ = 𝑡𝑃𝑘𝐴
, 

𝑟∗ =𝐻
2
(ℎ∗‖𝑚𝜂), 𝑍∗ = (𝑡 +𝑟∗)𝑆𝑘𝐴

, 𝜔∗ =𝐻
3
(𝑒(𝑡𝑆𝑘𝐴

, 𝑃𝑘𝐵
)), 𝐶∗ = 𝜔∗⊕𝑚𝜂 , 

𝑈∗ =𝐻
4
(ℎ∗, 𝑍∗, 𝐶∗, 𝐼𝐷

𝑖
, 𝐼𝐷

𝑗
), and 𝑉 ∗ = 𝑡𝑈∗. If a tuple exists in 𝐿𝑟, 

chooses a different 𝑍∗ until the corresponding (ℎ∗, 𝑍∗, 𝐶∗, 𝑉 ∗) is not in 
any list tuple 𝐿𝑟. Finally,  returns the ciphertext 𝜎

AB
= (ℎ∗, 𝑍∗, 𝐶∗, 𝑉 ∗)

to .

Phase 2:  makes more polynomially bounded inquiries under IND-

CCA2 constraints, and  replies as in Phase 1.

Guess:  produces a guess bit 𝛼∗ and wins if 𝛼∗ = 𝛼. If ℎ = 𝑒(𝑃 , 𝑃 )𝑎𝑏𝑐 , 
 returns 1; otherwise, it returns 0, showing that ℎ ≠ 𝑒(𝑃 , 𝑃 )𝑎𝑏𝑐 .
’s advantage is defined as

AdvIND−CCA2HOOCLS−PRE() = |2Pr[𝛼∗ = 𝛼] − 1|
𝑃1 = |Pr[𝛼∗ = 𝛼] − 1

2
|

𝑃1 = Pr[𝛼∗ = 𝛼|
𝜎

AB
= (𝑚𝜂,𝑆𝑘𝐴

,𝑃𝑘𝐴
,𝑃𝑘𝐵

)]

= 𝜀+ 1
2

−
𝑞𝑠𝑐(𝑞𝑠𝑐 + 𝑞𝐻2

)
2𝜆

)

and 𝑃0 = Pr[𝛼∗ = 𝑖|ℎ ∈𝔾2] =
1
2 for 𝑖 = 0, 1.

Thus, we have

Adv() = ∣ 𝑃𝑎,𝑏,𝑐,∈ℤ∗
𝑝 ,𝜃∈𝔾2

[1← (𝑃 ,𝑎𝑃 , 𝑏𝑃 , 𝑐𝑃 , 𝜃)]

− 𝑃𝑎,𝑏,𝑐,∈ℤ∗
𝑝
[1← (𝑃 ,𝑎𝑃 , 𝑏𝑃 , 𝑐𝑃 , 𝑒(𝑃 ,𝑃 )𝑎𝑏𝑐 )] ∣

=
∣ 𝑃1 − 𝑃0 ∣
(2𝑞𝐻1 )2

,

𝜀
dbdh

≥

(
𝜀

𝑞
𝐻1

)(
1 −

𝑞
𝑠𝑐

(
𝑞
𝐻2
+ 𝑞

𝐻3
+ 𝑞

𝐻4

)
2𝜆

)(
1 −

𝑞
𝑑𝑠𝑐

2𝜆
)
. □

5.2. Unforgeability

Theorem 2. The HOOCLS-PRE scheme fulfills EUF-CMA security under the 
CDHP against adversaries  𝐼 and  𝐼𝐼. The EUF-CMA-I and EUF-CMA-II 
games, described below, demonstrate the security of Theorem 2.

EUF-CMA-I: In the random oracle model, if an adversary 
𝐼

has a non-

negligible advantage 𝜀 in compromising the EUF-CMA-I security of the 
HOOCLS-PRE scheme within time 𝑡 and performs 𝑞ppk inquiries, 𝑞sk in-

quiries, 𝑞pk inquiries, 𝑞pkr inquiries, 𝑞ke inquiries, 𝑞kp inquiries, 𝑞sc inquiries, 
𝑞dsc inquiries, 𝑞rec inquiries, 𝑞dec inquiries, and 𝑞𝐻𝑖

inquiries to oracles 𝐻𝑖

(𝑖 = 1, 2, 3, 4, 5), then there is a  that can resolve the CDHP with an advan-

tage

10(𝑞𝑠𝑐 + 1)(𝑞𝑠𝑐 + 𝑞𝐻3
)𝑞𝐻1
9

𝜀cdh ≥ (2𝜆 − 1)
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in a time

𝑡′ ≤120686𝑞𝐻1
𝑞𝐻3

𝑡+𝑂((𝑞𝑘𝑝 + 𝑞𝑠𝑐 + 𝑞𝑟𝑒𝑐𝑞𝐻2
+ 𝑞𝑑𝑠𝑐𝑞𝐻2

)𝑡𝑝)

𝜀(1 − 1
2𝜆 )

where 𝑡
𝑝

represents time for a single pairing operation.

Proof. It is illustrated how  employs 
𝐼

as a function to address a 
given scenario (𝑃 , 𝑎𝑃 , 𝑏𝑃 ) of the CDHP.

Initial:  executes the Setup algorithm with 𝜆 and sends params along 
with 𝑃

pub
= 𝑏𝑃 to 

𝐼
.

Attack:  simulates 
I
’s in the EUF-CMA-I game, responding to 

I
’s in-

quiries as described in Theorem 1. For 𝐻
1

inquiries,  sets the challenge 
identity 𝐼𝐷

A
= 𝐼𝐷𝓁 .

Forgery: 
𝐼

outputs a triple (𝐼𝐷
𝐴
, 𝐼𝐷

𝐵
, 𝜎

AB
), where 𝜎

AB
= (ℎ, 𝑍, 𝐶, 𝑉 ). 

For an identityless chosen message attack, a generic forged message 
(𝐼𝐷

𝐴
, 𝑚) is used.  ′

1
generates ((𝐼𝐷

𝐴
, 𝑚), 𝑟, 𝑍) and ((𝐼𝐷

𝐴
, 𝑚), 𝑟∗, 𝑍∗) by 

applying the forking lemma with the same commitment but distinct 
random values 𝑟 and 𝑟∗. The machine  solves the CDH problem by 
employing  ′

𝐼
.

1. Through the execution of  ′
1
,  generates (𝐼𝐷

𝐴
, 𝑚), 𝑟, 𝑍) and 

(𝐼𝐷
𝐴
, 𝑚).

2. It computes 𝑎𝑏𝑃 = (𝑟 − 𝑟∗)−1(𝑍 −𝑍∗).
3. It then returns 𝑎𝑏𝑃 as the solution to the CDH problem.

If 1 succeeds within time 𝑡 with a certain probability, based on the 
forking lemma [57], the following is true:

𝜀cdh ≥

10
(
𝑞𝑠𝑐 + 1

)(
𝑞𝑠𝑐 + 𝑞𝐻3

)
𝑞𝐻1

(2𝜆 − 1)
 solves the CDH problem within a specific timeframe.

𝑡′ ≤ 120686𝑞𝐻1
𝑞𝐻3

𝑡+𝑂(
(
𝑞𝑘𝑝 + 𝑞𝑠𝑐 + 𝑞𝑟𝑒𝑐𝑞𝐻2

+ 𝑞𝑑𝑠𝑐𝑞𝐻2

)
𝑡𝑝)

𝜀(1 − 1
2𝜆 )

EUF-CMA-II: In the random oracle model, if an adversary 
𝐼𝐼

has a non-

negligible advantage 𝜀 in compromising the EUF-CMA-II security of the 
HOOCLS-PRE within a time 𝑡 and performs 𝑞sk private key inquiries, 𝑞pk

public key inquiries, 𝑞ke key extraction inquiries, 𝑞kp proxy key inquiries, 𝑞sc

signcrypt inquiries, 𝑞dsc de-signcrypt inquiries, 𝑞rec re-encryption inquiries, 
𝑞dec decryption inquiries, and 𝑞𝐻𝑖

inquiries to oracles 𝐻𝑖 (𝑖 = 1, 2, 3, 4, 5), 
then there is a  that can resolve the CDHP with an advantage

𝜀cdh ≥
10(𝑞𝑠𝑐 + 1)(𝑞𝑠𝑐 + 𝑞𝐻3

)𝑞𝐻1

(2𝜆 − 1)
in a time

𝑡′ ≤120686𝑞𝐻1
𝑞𝐻3

𝑡+𝑂((𝑞𝑘𝑝 + 𝑞𝑠𝑐 + 𝑞𝑟𝑒𝑐𝑞𝐻2
+ 𝑞𝑑𝑠𝑐𝑞𝐻2

)𝑡𝑝)

𝜀(1 − 1
2𝜆 )

where 𝑡
𝑝

represents time for a single pairing operation. □

Proof. It is illustrated how  employs 
𝐼𝐼

as a function to address a 
given scenario (𝑃 , 𝑎𝑃 , 𝑏𝑃 ) of the CDHP.

Initialize:  executes the Setup algorithm with 𝜆 and sends params along 
with 𝑃

pub
= 𝑏𝑃 to 

𝐼𝐼
.

Attack:  simulates 
II
’s in the EUF-CMA-II game, responding to 

II
’s 

inquiries as described in Theorem 1, except for 𝑞ppk and 𝑞pkr inquiries. 
For 𝐻

1
inquiries,  sets the challenge identity 𝐼𝐷

A
= 𝐼𝐷𝓁 .

Forgery: 
𝐼𝐼

outputs a triple (𝐼𝐷∗
𝐴
, 𝐼𝐷∗

𝐵
, 𝜎∗

Au
), where 𝜎∗

AB
= (ℎ∗, 𝑍∗, 𝐶∗, 𝑉 ∗).

For an identityless chosen message attack, a generic forged message 
(𝐼𝐷∗

𝐴
, 𝑚) is used.  ′

1
generates ((𝐼𝐷∗

𝐴
, 𝑚), 𝑟, 𝑍) and ((𝐼𝐷∗

𝐴
, 𝑚), 𝑟∗, 𝑍∗) by 

applying the forking lemma with the same commitment but distinct 
random values 𝑟 and 𝑟∗. The machine  solves the CDH problem by 

employing  ′

𝐼𝐼
.
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1. By executing  ′
𝐼𝐼

,  generates (𝐼𝐷∗
𝐴
, 𝑚), 𝑟, 𝑍) and (𝐼𝐷∗

𝐴
, 𝑚).

2. It computes 𝑎𝑏𝑃 = (𝑟 − 𝑟∗)−1(𝑍 −𝑍∗).
3. It then returns 𝑎𝑏𝑃 as the solution to the CDH problem.

If 
𝐼𝐼

succeeds within time 𝑡 with a certain probability, based on the 
forking lemma [57], the following is true:

𝜀cdh ≥

10
(
𝑞𝑠𝑐 + 1

)(
𝑞𝑠𝑐 + 𝑞𝐻3

)
𝑞𝐻1

(2𝜆 − 1)
 solves the CDH problem within a specific timeframe.

𝑡′ ≤ 120686𝑞𝐻1
𝑞𝐻3

𝑡+𝑂(
(
𝑞𝑘𝑝 + 𝑞𝑠𝑐 + 𝑞𝑟𝑒𝑐𝑞𝐻2

+ 𝑞𝑑𝑠𝑐𝑞𝐻2

)
𝑡𝑝)

𝜀(1 − 1
2𝜆 )

□

5.3. Anonymity

Theorem 3. In the random oracle model, if an adversary  holds a non-

negligible advantage 𝜀 in compromising the ANON-CCA2 security of the 
HOOCLS-PRE within a time frame 𝑡 and performs 𝑞

𝑝𝑝𝑘
inquiries, 𝑞

𝑠𝑘
in-

quiries, 𝑞
𝑝𝑘

inquiries, 𝑞
𝑝𝑘𝑟

inquiries, 𝑞
𝑘𝑒

inquiries, 𝑞
𝑘𝑝

inquiries, 𝑞
𝑠𝑐

inquiries, 
𝑞
𝑑𝑠𝑐

inquiries, 𝑞
𝑟𝑒𝑐

inquiries, 𝑞
𝑑𝑒𝑐

inquiries, and 𝑞𝐻𝑖
inquiries to oracles 𝐻𝑖

(𝑖 = 1, 2, 3, 4), then an algorithm  can be created that addresses the DB-

DHP effectively

𝜀
dbdh

≥

(
𝜀

𝑞
𝐻1

)(
1 −

𝑞
𝑠𝑐

(
𝑞
𝐻2
+ 𝑞

𝐻3
+ 𝑞

𝐻4

)
2𝜆

)(
1 −

𝑞
𝑑𝑠𝑐

2𝜆
)

at time

𝑡′ ≤ 𝑡+𝑂

(
𝑞
𝑘𝑝
+ 𝑞

𝑠𝑐
+ 𝑞

𝑟𝑒𝑐
𝑞𝐻2

+ 𝑞
𝑑𝑠𝑐
𝑞𝐻2

+ 𝑞
𝑑𝑒𝑐

)
𝑡
𝑝
,

where 𝑡
𝑝

represents time for a single pairing operation.

Proof. It is illustrated how  utilizes  as a function to a given random 
scenario (𝑃 , 𝑎𝑃 , 𝑏𝑃 , 𝑐𝑃 , ℎ) of the DBDHP.

Initialize:  executes the Setup algorithm with 𝜆 and sends params along 
with 𝑃

pub
= 𝑏𝑃 to .

Phase 1:  make a polynomially bounded inquiries, similar to Theo-

rem 1.

Challenge:  chooses a plaintext 𝑚∗ and target identities 𝐼𝐷
𝐴∗ and 𝐼𝐷

𝑢∗ , 
which it anticipates will be challenged, and forwards them to . If 
𝐼𝐷

𝐴∗ ≠ 𝐼𝐷𝓁 ,  terminates. Otherwise,  randomly selects 𝑒 ∈ {0, 1}
and 𝑡 ∈ ℤ∗

𝑞
and yields 𝜎

𝐴𝑢∗ with new target identities (𝐼𝐷
𝐴∗ , 𝐼𝐷𝑢∗ , 𝐼𝐷𝓁)

as follows: It sets ℎ∗ = 𝑡𝑃𝑘𝐴
, 𝑟∗ = 𝐻

2
(ℎ∗‖𝑚𝜂), 𝑍∗ = (𝑡 + 𝑟∗)𝑆𝑘𝐴

, 𝜔∗ =
𝐻

3
(𝑒(𝑡𝑆𝑘𝐴

, 𝑃𝑘𝐵
)), 𝐶∗ = 𝜔∗ ⊕ 𝑚𝜂 , 𝑈∗ = 𝐻

4
(ℎ∗, 𝑍∗, 𝐶∗, 𝐼𝐷

𝑖
, 𝐼𝐷

𝑗
), and 

𝑉 ∗ = 𝑡𝑈∗. If a tuple exists in 𝐿𝑟,  selects a different 𝑍∗ until a tu-

ple (ℎ∗, 𝑍∗, 𝐶∗, 𝑉 ∗) is found that is only in list 𝐿𝑟. Finally,  signcrypts 
the message to create 𝜎

𝐴𝑢∗ ← Signcrypt (𝑚𝑒, 𝐼𝐷𝐴∗ , 𝑆𝑘∗
𝐴
, 𝐼𝐷

𝑢∗ , 𝑄𝐼𝐷∗
𝑢

, 𝐼𝐷𝓁)
and sends 𝜎

𝐴𝑢∗ to .

Phase 2:  makes more polynomially bounded inquiries under IND-

CCA2 constraints, except for 𝑞
𝑝𝑝𝑘

and 𝑞
𝑝𝑘𝑟

inquiries.  replies as in Phase 
1.

Guess:  creates 𝛽∗ and wins if 𝛽∗ = 𝛽.  returns ‘1’ if ℎ = 𝑒(𝑃 , 𝑃 )𝑎𝑏𝑐
and ‘0’ otherwise, indicating ℎ ≠ 𝑒(𝑃 , 𝑃 )𝑎𝑏𝑐 .
’s advantage is defined as

AdvANON−CCA2HOOCLS−PRE() = |2Pr[𝛽∗ = 𝛽] − 1|
𝑃1 = |Pr[𝛽∗ = 𝛽] − 1

2
|

𝑃1 = Pr[𝛽∗ = 𝛽|
𝜎𝑉 𝑢∗ = 𝑆𝐶(𝑚𝑒, 𝐼𝐷𝐴∗ , 𝑆𝑘∗

𝐴
, 𝐼𝐷𝑢∗ ,𝑄𝐼𝐷∗

𝑢
, 𝐼𝐷𝓁)

= 𝜀+ 1 −
𝑞𝑠𝑐(𝑞𝑠𝑐 + 𝑞𝐻2

)
)

10

2 2𝜆
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and 𝑃0 = Pr[𝛽∗ = 𝑖|ℎ ∈𝔾2] =
1
2 for 𝑖 = 0, 1

Thus, we have

Adv() = ∣ 𝑃𝑎,𝑏,𝑐,∈ℤ∗
𝑝 ,𝜃∈𝔾2

[1← (𝑃 ,𝑎𝑃 , 𝑏𝑃 , 𝑐𝑃 , 𝜃)]
− 𝑃𝑎,𝑏,𝑐,∈ℤ∗

𝑝
[1← (𝑃 ,𝑎𝑃 , 𝑏𝑃 , 𝑐𝑃 , 𝑒(𝑃 ,𝑃 )𝑎𝑏𝑐 )] ∣

=
∣ 𝑃1 − 𝑃0 ∣
(2𝑞𝐻1 )2

𝜖𝑔𝑏𝑑ℎ ≥ ( 𝜖

𝑞𝐻1

)(1 −
𝑞𝑠(𝑞𝐻2

+ 𝑞𝐻3
+ 𝑞𝐻4

)
2𝜆

)(1 −
𝑞𝑢

2𝜆
) □

6. Performance

In this section, the major computational cost, environment, cipher-

text sizes, and security properties of the proposed scheme are evaluated 
in comparison with those of Hundera et al. [42], Li et al. [44], Wang et 
al. [45], Ahene et al. [48] and Obiri et al. [49], as presented in Tables 2

and 3. First, a comparison of the computational cost and the environ-

ment is given in Table 2. In Table 2, 𝑃 denotes the pairing operation 
in 𝔾2, 𝑀 is the scalar multiplication in 𝔾1, and 𝐸 is the exponenti-

ation computation in 𝔾2. Table 2 excludes other operations because 
these three operations consume the longest running time for the en-

tire algorithm [58]. From Table 2, it is clear that the proposed scheme 
incurs lower computational costs than the schemes [42], [44], [45], 
and [48] in the most resource-intensive phases, specifically the SC and 
DSC algorithms. However, it incurs a higher computational cost in the 
DSC algorithm compared to the scheme [49]. Nevertheless, the latter 
scheme [49] fails to meet the ANON-CCA2 security properties and in-

curs higher communication costs than the proposed scheme, which is 
designed for a homogeneous environment. Regarding the operational 
environment, the three schemes [42], [44], and [45] operate within the 
IBC environment, while the two schemes [48] and [49] operate within 
the CLC environment. However, in a heterogeneous IoV environment, 
the sender and receiver must be in different cryptosystems. Therefore, a 
scheme functioning within the same cryptosystem is impractical for use 
in such environments. The proposed scheme is designed to address this 
limitation, ensuring practical applicability in heterogeneous IoV envi-

ronments.

In Table 3, the symbol ✓ indicates that the scheme fulfills the se-

curity property, whereas × indicates its absence. For the ciphertext 
size, |𝑥| represents the bits of 𝑥. From Table 3, it is observed that 
no schemes achieve ANON-CCA2 security. The proposed scheme meets 
the IND-CCA2, EUF-CMA, and ANON-CCA2 security requirements, thus 
providing stronger security guarantees for IoV environments. Regarding 
the ciphertext size, the proposed scheme produces shorter ciphertexts 
for both the first and second levels than the other two schemes. It has 
a similar first-level and shorter second-level ciphertext compared to 
those of Ahene et al. [48], but Ahene et al.’s [48] scheme incurs higher 
computational costs in running the SC and DSC algorithms and fails to 
achieve the ANON-CCA2 security property.

The experiment was conducted using Type A pairing with the PBC 
library [59] on a desktop ONDA B760-VH4 13th Gen equipped with an 
Intel® Core™ i5-13600KF 3.50 GHz processor, a 24-GB GPU (NVIDIA 
GeForce RTX 3090), and 64-GB RAM. The PBC library is a free C library 
for pairing-based cryptography calculations. Type A pairs are made on 
the curve 𝑦2 = (𝑥3 + 𝑥) mod 𝑞 for a prime 𝑞 = 3 mod 4, where the order 
of 𝔾1 is 𝑝. According to [38], the average execution time for a scalar 
multiplication operation in 𝔾1 is approximately 6.38𝑚𝑠, an exponenti-

ation computation in 𝔾2 takes approximately 11.20𝑚𝑠, and a pairing 
operation requires approximately 20.01𝑚𝑠.

For ciphertext size, a |𝑚| = 160-bit message and an 80-bit AES [60]

security level are considered, leading to 𝑞 size of 512 bits. Thus, a 𝔾1
group element is 1024 bits, which is reduced to 65 bytes with standard 
compression [61]. 𝔾2 elements are also 1024 bits. Ciphertext sizes are 

compared across the six schemes as follows:
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Table 2

Comparison of computational costs.

Scheme SC DSC PRKGen Re-Enc Dec Environment

Hundera et al. [42] 4M + 1P 2M + 3P 1P 1M + 1P 2M + 3P IBC

Li et al. [44] 4M + 1P 1M + 5P 1P 1M + 3P 1M + 4P IBC

Wang et al. [45] 3M + 2P 1M + 4P 1P 1M + 1P 2M + 6P IBC

Ahene et al. [48] 3M + 1E + 2P 3M + 3P 4M + 1E + 2P 1M 4M + 3P CLC

Obiri et al. [49] 5M 9M 7M 8M 12M + 1E CLC

HOOCLS-PRE 2M 1M + 3P 1P 3P 1M + 4P CLC-IBC

Table 3

Comparison of security and ciphertext size.

Scheme Security Ciphertext size

IND-CCA2 EUF-CMA ANON-CCA2 First Level Second Level

Hundera et al. [42] ✓ ✓ × 3|𝔾1|+ |𝑚| 3|𝔾1|+ |𝔾2|+ |𝑚|
Li et al. [44] ✓ ✓ × 4|𝔾1|+ |𝔾2| 3|𝔾1|+ |𝔾2|
Wang et al. [45] × ✓ × 2|𝔾1|+ |𝔾2|+ |𝑚| 2|𝔾1|+ |𝔾2|+ |𝑚|
Ahene et al. [48] ✓ ✓ × 2|𝔾1|+ |𝑚| 3|𝔾1|+ |𝑚|
Obiri et al. [49] ✓ ✓ × 2|𝔾1|+ |ℤ∗

𝑞
|+ |𝑚| 3|𝔾1|+ |ℤ∗

𝑞
|+ 2|𝑚|

HOOCLS-PRE ✓ ✓ ✓ 2|𝔾1|+ |𝑚| 2|𝔾1|+ |𝑚|
Fig. 4. Comparison of computational cost.

1. In Hundera et al. [42], the first-level ciphertext size is 3|𝔾1| + |𝑚| =
3 × 65 + 20 = 215 bytes, and the second-level ciphertext size is 
3|𝔾1| + |𝔾2| + |𝑚| = 3 × 65 + 128 + 20 = 343 bytes.

2. In Li et al. [44], the first-level ciphertext size is 4|𝔾1| + |𝔾2| =
4 × 65 + 128 = 388 bytes, and the second-level ciphertext size is 
3|𝔾1| + |𝔾2| = 3 × 65 + 128 = 323 bytes.

3. In Wang et al. [45], the first-level ciphertext size is 2|𝔾1| + |𝔾2| +|𝑚| = 2 ×65 +128 +20 = 278 bytes, and the second-level ciphertext 
size is 2|𝔾1| + |𝔾2| + |𝑚| = 2 × 65 + 128 + 20 = 278 bytes.

4. In Ahene et al. [48], the first-level ciphertext size is 2|𝔾1| + |𝑚| =
2 × 65 + 20 = 150 bytes, and the second-level ciphertext size is 
3|𝔾1| + |𝑚| = 3 × 65 + 20 = 215 bytes.

5. In Obiri et al. [49], the first-level ciphertext size is 2|𝔾1| + |ℤ∗
𝑞
| +|𝑚| = 2 × 65 + 64 + 20 = 214 bytes, and the second-level ciphertext 

size is 3|𝔾1| + |ℤ∗
𝑞
| + 2|𝑚| = 3 × 65 + 64 + 2 × 20 = 299 bytes.

6. In our HOOCLS-PRE scheme, the first-level ciphertext size is 
2|𝔾1| + |𝑚| = 2 × 65 + 20 = 150 bytes, and the second-level cipher-

text size is 2|𝔾1| + |𝑚| = 2 × 65 + 20 = 150 bytes.

The ciphertext sizes for the six schemes are summarized in Fig. 5. 
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The proposed scheme requires offline storage of 2|𝔾1| + |𝔾2| = 2 ×65 +
Fig. 5. The ciphertext size of the schemes.

128 = 258 bytes. As illustrated in Fig. 5, The proposed scheme gener-

ates shorter ciphertexts for both the first and second levels than other 
schemes; it has ciphertext sizes similar to those of scheme Ahene et al. 
[48], yet the latter incurs higher computational costs during the SC and 
DSC algorithms and does not have the ANON-CCA2 security property. 
In addition, all referenced schemes, Li et al. [44], Wang et al. [45] and 
Ahene et al. [48], operate within homogeneous cryptosystems, render-

ing them less effective in practical heterogeneous IoV environments. For 
energy consumption, a point multiplication uses 19.1 mJ, exponentia-

tion uses 21.6 mJ, and a pairing uses 45.6 mJ [62,63]. To signcrypt a 
message, the schemes by Hundera et al. [42], Li et al. [44], Wang et al. 
[45], Ahene et al. [48], Obiri et al. [49], and the proposed scheme 
use approximately 122 mJ, 122 mJ, 148.5 mJ, 170.1 mJ, 95.5 mJ, 
and 38.2 mJ, respectively. The proposed scheme consumes a negligible 
amount of computational energy. Furthermore, Fig. 4 further demon-

strates the superior efficiency of HOOCLS-PRE, providing a clear visual 
comparison that highlights the performance advantages of the proposed 
scheme. This comparison clearly shows the capabilities of HOOCLS-PRE

in terms of efficiency and effectiveness. This efficiency is due to the di-

vision of the signcryption process into offline and online stages, with 
two-point multiplication and one pairing operation being precomputed 
offline. Consequently, the online phase of our scheme is exceptionally 

efficient, requiring only two multiplications. This design allows the pro-
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posed scheme to execute the entire signcryption process more rapidly 
than existing schemes as soon as a message becomes available, high-

lighting its effectiveness and efficiency in practical IoV applications.

7. Conclusion

In this paper, an efficient and secure access control scheme for 
cloud-assisted IoV systems is proposed. By utilizing online and offline 
signcryption techniques, the computational burden on IoV nodes is sig-

nificantly reduced. Moreover, the proposed scheme achieves confiden-

tiality, integrity, authentication, nonrepudiation, and anonymity. The 
security of this scheme is also proven in terms of IND-CCA2, EUF-CMA, 
and ANON-CCA2 under the DBDH and CDH assumptions in the random 
oracle model. Experimental analysis demonstrates that HOOCLS-PRE

surpasses existing schemes in terms of computational cost and commu-

nication overhead. Therefore, HOOCLS-PRE is highly appropriate for 
cloud-assisted IoV environments. Future work will focus on integrat-

ing HOOCLS-PRE with 5G and AI to enhance performance and energy 
efficiency.
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